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1 | INTRODUCTION

| Rakesh R. Mallipeddi’

Abstract

The new age economy is primarily driven by Industry 4.0 and Industry 5.0, which facil-
itate smartification of organizations by helping them integrate and automate decision
making. Recent advances in information and communication technologies, such as the
cloud, big data, Internet of things, and artificial intelligence and nanotechnology, have
accelerated the adoption of Industry 4.0 and Industry 5.0. Because of these advance-
ments, organizations are now facing new challenges in the form of cybersecurity risks
that are partly caused by these technologies. In recent years, there has been a spike in
the number of cyberattacks, and organizations are taking steps to minimize the impacts
of these attacks. To address this critical issue, in this article, we discuss possible future
research directions that production and operations management (POM) researchers
can undertake to help organizations, supply chains, and governments develop robust
strategies for reducing the number of attacks and their repercussions. In particular,
we identify several avenues for future research in the following domains of POM:
(1) global operations strategy, (2) healthcare operations management, (3) public pol-
icy, (4) management of technology, (5) supply chain management, and (6) disruptive
technologies. Research on the topic of cybersecurity is not only an opportunity for oper-
ations management researchers but also critical for industry and society to overcome
the challenges of cybersecurity risks.
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leverage to create smart industries. Industry 5.0 comple-
ments Industry 4.0 technologies by enabling collaboration

Industry 4.0 and Industry 5.0 technologies are transform-
ing how organizations operate. Industry 4.0 refers to the
“smartification” of organizations relying on new information
and communication technology (ICT) devices and systems
that facilitate design of smart products and smart fac-
tories (Schwab, 2017). ICT devices such as Internet of
things (IoT) sensors enable machines to communicate with
other machines and components in the production line and
make necessary decisions autonomously. In addition, recent
advances in increased computing speed enabled by cloud
computing, big data analytics tools, artificial intelligence,
and nanotechnology have driven the growth of newer and
more affordable devices and systems that organizations can

Accepted by Christopher S. Tang, after two revisions.

between humans and Industry 4.0 technologies for sus-
tainable, human-centric operations, and mass customizable
manufacturing (European Commission, 2021).
Organizations are increasingly relying on Industry 4.0
and Industry 5.0 technologies to improve their operational
efficiencies, supply chain coordination and responsiveness,
quality, and customer experience (Lydon, 2019). Indeed,
organizations are taking steps to leverage the benefits of
these technologies. A recent survey conducted by Deloitte
found that over 90% of 361 executives across 11 countries
believe that adapting their process for Industry 4.0 is their
organization’s top strategic objective (Hanley, 2018). Apart
from organizations, governments have started to take steps to
increase investments in ICT systems related to Industry 4.0
and Industry 5.0. In 2020, the U.S. government announced a
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plan to spend $1 billion toward research on newer ICT sys-
tems (Hockett, 2020). This trend is global and not limited
to a few countries (PwC, 2019). For instance, the “Make in
India” initiative by the Government of India is aimed toward
leveraging ICT systems to modernize its industry and infras-
tructure (Mittal, 2021). Likewise, China’s “Made in China
2025” is a push to embrace advanced ICT systems (Buntz,
2019).

With increased investments in Industry 4.0 and Indus-
try 5.0 across the globe, there have been calls for research
in operations management (OM) and supply chain manage-
ment (SCM) (e.g., Kumar et al., 2018; Olsen & Tomlin,
2020). Answering this call for research, recent studies have
examined how cloud (Li & Kumar, 2018), IoT (Choi et al.,
2021), big data analytics (Kumar, 2015; Kumar & Qiu,
2022; Mallipeddi et al., 2021, 2022), and artificial intelli-
gence (Kumar et al., 2019) create value for organizations.
While the advantages of smartification of industries are mul-
tifold, as discussed in some of the recent papers published in
the Production and Operations Management (POM) Journal
(e.g., Choi et al., 2018; Feng & Shanthikumar, 2018; Guha
& Kumar, 2018; Kumar et al., 2018), the extensive reliance
on ICT also presents significant threats to organizations and
their supply chains. More specifically, ICT systems are vul-
nerable to attacks on their communication networks, which
allows intruders to halt operations, steal data, and alter out-
comes that subsequently cause long-lasting damage (IBM,
2018). There has been a rapid upsurge in the number of
cyberattacks in recent years with industry reports suggest-
ing a 50% increase in the number of cyberattacks in 2021
compared to 2020 (Check Point Research, 2022). The costs
of cyberattacks are significant as well. In 2021, 10 different
cyberattacks costed organizations nearly $600 million (Insur-
ance Journal, 2022). The growing number of cyberattacks has
alarmed both industry and regulators, who have stressed the
importance and necessity of cybersecurity.

Despite the increased risks related to cyberattacks and
severe consequences of cyberattacks, research on factors that
affect cybersecurity from the OM and SCM perspective is
limited. Future research related to cybersecurity risks in the
domain of POM, which encompasses several subareas, is nec-
essary to help organizations develop strategies to mitigate the
negative consequences of cyberattacks and to develop effi-
cient response strategies to recover from cyberattacks. In this
article, we offer our perspective on promising areas for future
research related to cybersecurity risks within different sub-
areas of POM. We also believe that research in this domain
will be a guiding force for both industry and society to over-
come the challenges that ICT systems present in the smart
world.

The rest of the article is organized as follows. In Section 2,
we explain the sources of different cyberattacks and present
a few examples of cyberattacks on various industries. Next,
we identify opportunities for cybersecurity research within
six different subareas of POM in Section 3. We conclude in
Section 4.
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TABLE 1 Cyberattacks, sources, and examples

Type of cyberattack  Sources of attack Recent examples

Vulnerability exploit  Software defects A defect in Apache Log4j
allowed unauthorized
remote access to

systems (Fowler, 2021).
The 2017 MitM attack on
Equifax led to data
breach of 143 million
customers and cost
$700 million in
settlements (Roy, 2017).

The 2021 attack
overwhelmed

Man-in-the-Middle Weak network
(MitM) security; network
intrusion due to
software defects

Distributed-denial-of-  Intruders
service overwhelming the

(DDoS) network; Software Bandwidth Inc’s
defects and/or weak network that cost the
network security company several

millions (Bandwidth,
2021).

Ransomware Software defects Cyberattacks on Colonial
and/or weak pipeline (Sanger &
network security Perlroth, 2021) and

shippers (Kapadia,
2020).

Phishing Network intrusion The 2013 cyberattack on

through firm’s Target cost $200 million

personnel to the company

(Reuters, 2017).

2 | CYBERTHREATS

Firms are exposed to a variety of cyberthreats and the con-
sequences of these threats are multifold including loss of
proprietary information, damage to equipment, and severe
financial costs (Worth, 2018). In this section, we first catego-
rize and discuss different types of cyberattacks and possible
sources of these attacks. Next, we briefly discuss a few exam-
ples of recent cyberattacks on firms and identify the type
of cyberattack in each of these examples. In Table 1, we
summarize the subsequent discussion on type of cyberattack,
its possible sources, and recent examples of different types
of cyberattacks.

2.1 | Sources of cyberattacks

The use of ICT systems provides cyberattackers with multiple
access points to intrude into the systems. More specifically,
the two main sources of intrusion are (1) software defects and
(2) networked systems, which we elaborate below.

2.1.1 | Software defects

ICT devices are run by software, and they are often released
into the market with defects (although not intentionally).
These defects are identified by either external (e.g., users
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of the products) or internal (e.g., firms’ software employ-
ees) resources after the product is rolled out into the market
(Sen et al., 2020). For example, a software defect led to Tesla
recalling 11,704 cars in 2021 (Fernandez, 2021). The issue
of software bugs or defects is in fact a common problem
in the industry with billions of new defects introduced each
year, and they continue to be discovered over the lifetime of
the software that power different ICT devices. The ratio of
number of defects to lines of codes is around 1 to 35 on aver-
age (Anderson, 2001; Schryen, 2009), and it is estimated that
more than 100 billion lines of codes are released to the mar-
ket annually (Morgan, 2017)—implying billions of defects
each year.

The large number of defects being introduced into the
market led to several instances of vulnerability exploits. In
particular, vulnerability exploit refers to cyberattackers tak-
ing advantage of the defects in the software to intrude into
an organization’s devices or network. We summarize the dis-
cussion related to vulnerability exploits in the first row of
Table 1.

2.1.2 | Networked systems

Recent advancements in ICT systems have led to networked
organizations. More specifically, different business entities
(both within an organization and across organizations) are
increasingly connected to each other through ICT devices.
This provides cyberattackers several avenues to intrude and
exploit the security weakness of the networked system. A
common form of network-based intrusion is the Man-in-
the-Middle (also referred to as MitM) attack. This type of
attack occurs when a cyberattacker gains access to the net-
work connecting two different entities, which allows them to
steal the information between these entities (Liu et al., 2020).
Distributed-denial-of-service (also referred to as DDoS) is
another type of cyberattack, where the intruder overwhelms
an organization’s network, causing the network to exceed its
bandwidth (Liu et al., 2020).

It also important to note that these two sources of intru-
sion are not isolated. Rather, attackers may use weakness in
one source to gain entry to the other source. More specifi-
cally, bugs in the software of network devices allow attackers
to carry out MitM or DDoS attacks. Likewise, after gaining
access to unsecured networks of organizations, attackers can
install malware to block the functioning of ICT devices or
steal proprietary data. We summarize the discussion related
to MitM and DDoS attacks in the second and third rows of
Table 1, respectively.

Ransomware attacks have become increasingly prevalent
in recent times. For instance, a survey of 1100 cybersecurity
professionals revealed that more than 80% of the respon-
dents’ organizations were victims of ransomware attacks in
2021 (Segal, 2022). In this type of attack, attackers block an
organization’s access to ICT systems (which they may have
gained due to defects in the software and/or weak network
security) and demand payment before restoring access (Tang

& Whinston, 2020). In addition to utilizing the vulnerabili-
ties in the software or networks, cyberattackers also exploit
the weaknesses of employees to intrude into a network; for
example, in phishing, attackers gain access to a system by
tricking employees into clicking on fraudulent emails. Phish-
ing has been reported to be the most common source of
cyberattack, responsible for more than 80% of attacks (Cisco,
2021). We summarize the discussion related to ransomware
and phishing in the fourth and fifth rows of Table 1, respec-
tively. Next, we discuss a few examples of recent cyberattacks
on different organizations.

2.2 | Cyberattacks on organizations

Over the last few years, a plethora of popular press reports
have highlighted cyberattacks on organizations, their impacts,
and responses by the organizations to recover from these
cyberattacks. To highlight the significant impacts of cyber-
attacks, we provide a few instances of such attacks on major
organizations and identify the type of each attack. The below
examples are summarized in the last column of Table 1.

* Vulnerabilities in Apache Log4j: A defect in the Java-
logging library Apache Log4j was detected in December
2021 with a vulnerability severity score of 10 out of 10.
This vulnerability could have allowed unauthorized remote
access to intruders. Indeed, several million attempts were
made by cyberattackers to exploit the software defect
and gain access to various organization’s servers (Fowler,
2021).

* MitM attack on Egquifax: The 2017 MitM attack on
Equifax led to data breach of 143 million customers. In par-
ticular, an existing vulnerability allowed intruders to gain
access to the data as its users accessed their accounts (i.e.,
usernames and passwords). The attack cost $700 million in
settlements to Equifax (Roy, 2017).

* DDoS attack on Bandwidth Inc: Bandwidth, a voice
over Internet Protocol services company, was subject to a
DDoS attack, wherein the attackers overwhelmed Band-
width Inc.’s network. This disrupted the services (e.g.,
calling and messaging) of Bandwidth. The 2021 attack cost
the company several millions and disruptions lasted for
several days (Bandwidth, 2021).

* Ransomware attacks on industrial equipment: Apart
from targeting organizations to gain access to propri-
etary information, in recent years, intruders have also
targeted industrial equipment causing “physical” damages
to the manufacturing plants in addition to significant finan-
cial losses. A security report by the German government
revealed that intruders targeted a German steel mill caus-
ing significant damages to industrial equipment (a blast
furnace in a steel mill) (Cobb, 2015). More recently,
in 2021, the cyberattack through network intrusion on
Colonial Pipeline forced the company to shut down its
operations, which led to fuel shortages and higher prices
along the East Coast of the United States (Sanger &
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Perlroth, 2021). While we provide a couple of instances
of cybersecurity-related incidents, there are several such
instances of breaches on industrial equipment worldwide
as reported by Hemsley and Fisher (2018) in a study
conducted by the U.S. Department of Energy National
Laboratory.

* Ransomware attacks on supply chains: Recent reports
suggest that major shippers have also been subject to ran-
somware attacks. Three major carriers were reported to
have been targeted by cyberattackers between 2017 and
2020 (Kapadia, 2020). In all these cases, shipping oper-
ations were significantly affected, costing several million
dollars. These operational glitches could potentially lead
to further disruptions in the downstream.

* Phishing attack on Target : The 2013 cyberattack on
Target Corporation exposed personal and credit card data
of over 100 million customers and cost Target over
$200 million (Reuters, 2017). The intruders gained access
to Target’s systems and installed malware software on
majority of its point-of-sale systems. This type of attack
is referred to as phishing, which we discuss in the next
subsection. Following the attack, Target initiated short-
term and long-term actions to remove the malware from
its systems and to prevent future attacks on its systems.

The above examples provide a glimpse of how cyberat-
tacks can affect organizations from different industries. In
addition to economic damage, organizations should be wary
of the damage to their reputations, such as negative percep-
tion from the customers, harsh media scrutiny, and damaged
relationships with suppliers and customers (Worth, 2018).

3 | OPPORTUNITIES FOR RESEARCH
IN POM

The number of digital transactions both within an organiza-
tion and between organizations is increasing with the advent
of Industry 4.0 and Industry 5.0 technologies. Consequently,
the intruders also have a growing number of avenues to
gain access to the network with a malicious intent. There-
fore, it is imperative that organizations recognize the risks
associated with adopting Industry 4.0 and Industry 5.0 and
devise necessary strategies to mitigate these risks. We define
cybersecurity risk as the extent to which supply chains are
susceptible to disruptions as a direct consequence of a breach
or a cyberattack.

In this article, we identify the research gaps in the follow-
ing streams within POM that are closely related to current
departments in the POM Journal: (1) global operations strat-
egy, (2) healthcare operations management, (3) public policy,
(4) management of technology, (5) supply chain manage-
ment, and (6) disruptive technologies. We summarize the
POM domains and subareas for cybersecurity—POM research
in Figure 1. Below, we delve into each of these research
domains to propose future research agenda.

3.1 | Global operations strategy

Over the last few decades, supply chains have become
fragmented and globally dispersed with the total market
for global sourcing reaching $92.5 billion (Statista, 2022).
Firms are turning to suppliers from different parts of the
world to meet their requirements in terms of quality, speed,
and cost (Tsay et al., 2018). Previous literature has stud-
ied the factors that affect an organization’s decision to
source to other countries. Among many factors, product cost
(including production, transportation, and inventory holding
costs) (Allon & Van Mieghem, 2010; Tate et al., 2014),
market-seeking decisions (i.e., organizations offshoring their
operations, locating their operations to gain entry to foreign
markets or be closer to the demand) (Ellram et al., 2013),
tax benefits (Wang et al., 2016), and access to raw materi-
als and technology (Fifarek et al., 2008) are most commonly
studied in the literature. While global sourcing has several
advantages including lower prices, higher quality, access to
advanced technology, and shorter development time, there
are several risks associated with it. Global sourcing is asso-
ciated with economic challenges, political instability, and
higher uncertainties, exposing supply chains to higher risks.
The effects of these risks have been studied in the liter-
ature (e.g., see Cohen & Kouvelis, 2021; Dittman, 2005;
Jung, 2020).

The advent of newer ICT systems is seen as an enabler
of improved efficiency in global sourcing. For example, ICT
such as IoT and cloud, facilitate networking of all the entities
in a supply chain, allowing firms to track their supply chain
in real time. Thus, in addition to the abovementioned risks,
supply chains need to also deal with cybersecurity risks asso-
ciated with the use of ICT. There have been several instances
wherein a firm was targeted via a supply chain partner in a
different country. For example, in 2021, the Taiwanese sup-
plier Quanta was hit by a ransomware attack, which led to
cyberattackers gaining access to Apple and setting a $50 mil-
lion ransom for the proprietary information they acquired
(Newman, 2021).

The above example highlights the critical need for firms
to develop an overarching strategy to secure their global
supply chains. A few research questions (summarized in
Figure 2) that POM researchers can address in this domain
include the following: RQ 1.1: What are the impacts of
heightened cybersecurity risks on global sourcing policies?
RQ 1.2: How will the risks associated with cybersecurity
affect a firm’s procurement strategy related to number of
suppliers and dealing with short-term and long-term suppli-
ers’RQ 1.3: How will the risks associated with cybersecurity
affect a firm’s offshoring and outsourcing decisions? and
RQ 1.4: Are more diverse and geographically dispersed sup-
ply chains more prone to cyberattacks? What factors affect
these decisions? Answering these questions will help firms
quantify the impacts of cybersecurity risks associated with
global sourcing strategies and provide guidance on how to
determine their sourcing strategies.
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Summary of cybersecurity-POM research landscape [Color figure can be viewed at wileyonlinelibrary.com]

What are the impacts of heightened cybersecurity risks on global sourcing policies?

How will the risks associated with cybersecurity affect a firm's

Global

procurement strategy related to number of suppliers and dealing with

short-term and long-term suppliers?

Operations
Strategy

How will the risks associated with cybersecurity affect a firm's offshoring
and outsourcing decisions?

Are more diverse and geographically dispersed supply chains more prone to

cyberattacks?

FIGURE 2 Open-ended research questions on global operations strategy [Color figure can be viewed at wileyonlinelibrary.com]

3.2 | Healthcare operations management

The adoption of electronic healthcare records (EHRs) led
to the aggregation of large volumes of data that healthcare
providers and insurance companies can use to make relevant
decisions. While EHRs allow sharing of information with an
organization, recent efforts to improve coordination between
different entities in the healthcare supply chain, including
healthcare providers, diagnostic centers, insurance compa-
nies, and pharmacies, have led to the emergence of health
information exchanges (HIEs). HIEs are often powered by
cloud storage and computing technologies to handle large
volumes of high dimensional data (Miller, 2020). HIEs allow
electronic transfer of patient information from one supply
entity to another, which is shown to improve quality and effi-
ciency of care (Demirezen et al., 2016; Janakiraman et al.,
2022). In addition to relying on cloud technology to col-
lect and manage data, healthcare providers are turning to
different Industry 4.0 and Industry 5.0 technologies, such

as IoT and artificial intelligence, to collect data in order to
improve patient care and provide telemedicine and virtual
care.

While sharing of information among different entities
can help improve healthcare outcomes, privacy of patient
information is also of extreme importance in the healthcare
industry. The Health Insurance Portability and Accountabil-
ity Act (HIPAA) requires healthcare organizations to protect
patient’s medical records.! This rule requires organizations
to apply certain measures to protect patient information and
to obtain patients’ permission prior to sharing information
with other entities. Hence, protection of data is crucial for
all entities in the healthcare supply chain.

The dependence on ICT poses a huge cybersecurity chal-
lenge to healthcare providers. Recent years have seen an
increase in the number of cybersecurity incidents target-
ing clinics and hospitals by halting the operations of these
providers. In 2020, an attack on University of Vermont
(UVM) Medical Center cost nearly $50 million (Drees,
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What are the effects of cyberattacks on patients' perception of healthcare

quality?

HEALTHCARE

OPERATIONS

What role would HIEs play in increasing or decreasing the risks of

cybersecurity in the healthcare supply chains?

MANAGEMENT

How to design HIE systems based on different factors to mitigate the effects

of cybersecurity?
FIGURE 3

2021). Their chief information officer cautioned healthcare
providers: “If cybersecurity isn’t one of your top two prior-
ities, it needs to be” (Weiner, 2021). The increasing number
of cyberattacks on the healthcare providers raises several
cybersecurity-related challenges for all the supply chain enti-
ties and HIEs to ensure proper safeguarding of information.
Despite the importance of the problem, the research on the
topic of cybersecurity in the healthcare industry is limited.
POM researchers can take a lead in tackling these impor-
tant issues and providing implementable solutions to mitigate
cybersecurity risks in healthcare.

There are several interesting and important research
avenues that POM researchers can undertake. First, RQ 2.1:
What are the effects of cyberattacks on patients’ perception
of healthcare quality? More specifically, do patients’ asso-
ciate cybersecurity with healthcare quality. The findings of
this study may highlight the importance of cybersecurity in
the healthcare industry and help providers determine their
cybersecurity investment levels. Another important research
question in this domain is: RQ 2.2: What role would HIEs
play in increasing or decreasing the risks of cybersecu-
rity in the healthcare supply chains? and RQ 2.3: How to
design HIE systems based on different factors to mitigate
the effects of cybersecurity? While there are several bene-
fits to HIEs, their sustainability is a widely debated topic
(Demirezen et al., 2016). Furthermore, given the significant
costs associated with cyberattacks, it is crucial for HIEs to
incorporate cybersecurity risks when designing their systems.
We summarize the above discussed research questions in
Figure 3.

3.3 | Public policy

As a response to the increase in the number of incidents
related to cybersecurity, several governments have taken
(or are taking) actions to initiate stringent regulatory over-
sight to minimize the likelihood of cyberattacks and to
mitigate the subsequent ramifications. For example, the U.S.
government recognizes the significance of threats related
to cybersecurity and considers cybersecurity as “a critical
element of the Department of Homeland Security’s (DHS)
mission, a top priority for the Biden-Harris Administration

Open-ended research questions on healthcare operations management [Color figure can be viewed at wileyonlinelibrary.com]

at all levels of government.”” Tn response, the U.S. gov-
ernment’s Department of Defense actively identifies “high
risk” supply chain sources, and creates a list of “do not
buy” software products to minimize the risks of disruptions
(Metzger, 2018). For example, the Department of Defense has
prohibited the Pentagon, General Services Administration,
and National Aeronautics and Space Administration (NASA)
from using Kaspersky software (Marks, 2018). Similarly, in
2020, the European Commission and the High Representa-
tive of the Union for Foreign Affairs and Security Policy
released a new cybersecurity policy to mitigate the risks of
cyberattacks and respond to cyberattacks.”

While prior POM research has examined the effects of
policies of various industry regulators (such as the Food
and Drug Administration), Joglekar et al. (2016) argue that
future POM research is required not to only study the effects
of policies on firms’ operations, but also to understand the
bidirectional interactions between various public policy and
operational decisions. Given the number of cybersecurity
incidents and the severe consequences of these incidents, it is
crucial and necessary to design strong policies to reduce the
number of incidents and improve recovery from cyberattacks.
It is also important to understand the interactions between the
policy and firms’ operations, that is, how do these policies
affect firms’ optimal decisions?

In addition to government regulations, third-party certifica-
tions, such as ISO 9000, are often seen as a way to standardize
processes for improved performance (Anderson et al., 1999).
Prior research has consistently demonstrated the benefits of
firms adopting ISO certifications (Corbett et al., 2005). Like-
wise, it may be interesting to determine whether third-party
certifications can help firms improve their cybersecurity per-
formance. The above discussion leads us to the following
related research questions (summarized in Figure 4): RQ
3.1: How can policy regulations improve a supply chain’s
cybersecurity? RQ 3.2: Will third-party certifications com-
plement government regulations in reducing cybersecurity
risks? and RQ 3.3: What factors affect how regulations
increase or decrease supply chain risks associated with
cybersecurity? Assessing the viability of government policies
and third-party certifications may help firms and governments
alike to design better regulations to reduce cybersecurity
risks.
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@ How can policy regulations improve supply chain's cybersecurity?
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PoLicy

Will third-party certifications complement government regulations in
reducing cybersecurity risks?

What factors affect how regulations increase or decrease supply chain risks
associated with cybersecurity?

FIGURE 4 Open-ended research questions on public policy [Color figure can be viewed at wileyonlinelibrary.com]

3.4 | Management of technology
The growing number of cyberattacks on organizations in
the recent years has led to organizations increasing their
spending on cybersecurity. Industry reports suggest that firms
were expected to spend more than $124 billion in 2019
toward managing technology for prevention of cyberattacks
(Gartner, 2018). As discussed earlier, ICT devices are not free
of software bugs, which significantly increases the probabil-
ity of a cyberattack. Thus, firms need to actively invest in
managing their technologies and making strategic decisions
on when to upgrade to newer versions. A stream of research
on information systems and OM has examined firms’ technol-
ogy management strategies to effectively maintain existing
technologies (i.e., find and fix vulnerabilities). In particu-
lar, the technology maintenance literature mainly deals with
finding optimal policies to minimize the overall cost of main-
tenance or maximize net revenues (e.g., Arora et al., 2006; Ji
et al., 2011; Kulkarni et al., 2009; Mallipeddi et al., 2019).
Researchers have also examined the trade-offs between the
cost of maintaining existing technology and replacing it with
anewer version (e.g., Jiet al., 2011; Tan & Mookerjee, 2005).
Given that trade-offs of value creation and increased risk
of cyberattacks, hybrid strategies (i.e., selective and partial
adoption of ICT systems) may be an optimal strategy for
firms. In a hybrid strategy, firms can strategically decide to
upgrade only a fraction of existing equipment with ICT to
limit the risks associated with them while leveraging Indus-
try 4.0 and Industry 5.0. Future research is needed to analyze
the feasibility of these hybrid strategies. Consequently, the
POM domain can seek to answer the following research ques-
tions (summarized in Figure 5): RQ 4.1: How much to rely on
Industry 4.0 technologies? RQ 4.2: How can firms leverage
Industry 4.0 technologies by balancing value creation and
increased risk of cyberattacks? Analyzing these questions
may provide possible directions for managing of existing and
new technology to prevent cyberattacks.

3.5 | Supply chain management

Anecdotal evidence suggests that a majority of cybersecurity
breaches originate from supply chain partners. Not surpris-

ingly, industry experts argue that “supply chains present a
weak link for cybersecurity” (Duca, 2019). It is, therefore,
crucial to understand factors that affect cybersecurity risks
and strategies to mitigate the effects of these risks. Below,
we present several exciting research directions in the follow-
ing subareas within SCM: (1) supply chain risk management,
(2) supply chain integration, and (3) supply chain coordina-
tion and information sharing.

3.5.1 | Supply chain risk management

Tang and Tomlin (2008) define supply chain risk manage-
ment as “the management of supply chain risks through
coordination or collaboration among the supply chain part-
ners so as to ensure profitability and continuity.” In recent
years, there has been an increasing interest among supply
chain researchers to study risk management. For example,
Tang and Tomlin (2008) reviewed around 200 journal articles
(published between 1964 and 2005) that studied mitigating
various supply chain risks, while Ho et al. (2015) found
a total of 224 journal articles published between 2003 and
2013. Research in this area has identified and quantified the
impact of various sources of risk on a firm’s performance
(e.g., Anderson Jr et al., 2000; Kleindorfer & Saad, 2005;
Sodhi, 2005; Sodhi et al., 2012). Yet, surprisingly, research
that explicitly studies the risk management induced by cyber-
attacks on supply chain is quite limited. Below, we discuss
the state of current research on the topic of supply chain risk
management literature and identify possible future research
directions on the topic of cybersecurity risk management in
supply chain.

The supply chain literature on risk management has
focused on strategies to alleviate the negative consequences
of a disruption and recover from it. For example, Tang
and Tomlin (2008) propose three mechanisms to reduce
the impact of supply chain risks in the long, medium, and
short term. These mechanisms are based on Lee’s (2004)
“Triple-A” principles: alignment, adaptability, and agility. To
reduce risks in the long term, Tang and Tomlin (2008) argue
that alignment of interests will increase trust between sup-
ply chain partners. Aligning supply chain interests include
sharing of profits/costs, resources, and information among
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How much to rely on Industry 4.0 technologies?

MANAGEMENT
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creation and increased risk of cyberattacks?

TECHNOLOGY ) ) )
How can firms leverage Industry 4.0 technologies by balancing value

FIGURE 5

supply chain partners. Adaptive supply chains can recover
from uncertainties due to changing market dynamics in the
medium term. To reduce the impact of short-term risks,
agile supply chains adopt strategies such as postponement,
modular design, and flexible manufacturing systems.

In addition to the Triple-A strategies discussed earlier,
another common strategy to effectively recover from an
unlikely event is to create redundancies in the supply chain,
for example, creating redundancies with multiple suppli-
ers and multiple inventory locations. Sheffi (2001) analyzes
strategies to manage supply chain risks with growing threat
of international terrorism and argues that this strategy can
minimize the adverse effects and in some cases create value.
However, this increases the risk of a cyberattack, as it opens
up more avenues for intruders to breach the system, and
it remains uncertain whether strategies to handle supply
chain disruption increase exposure to cybersecurity risks.
Massimino et al. (2018) postulate that strategies designed to
reduce the effects of supply chain disruption can decrease
data confidentiality performance. A similar argument can be
made that supply chain disruption strategies can decrease a
firm’s performance in the context of cybersecurity. Given this
ambiguity, relevant research questions are: RQ 5.1A: How
will cybersecurity risks affect existing supply chain strategies
to recover from a disruption? and RQ 5.1B: How fo design
the supply chain networks to recover from disruptions caused
by a cyberattack?

Another potential research direction is to consider a real
options approach to buying cloud computing capacity. A real
option gives a firm the right, but not the obligation, to buy
additional capacity (or an asset) in the future at a predeter-
mined price (Black & Scholes, 1973). OM and SCM scholars
have taken real options approaches to manage their operations
and hedge against uncertainty in capacity and prices of tech-
nologies and commodities (Lai et al., 2010; Ziedonis, 2007).
Given the growing risk of cyberattacks, an important research
question is: RQ 5.1C: How to design and exercise option
contracts to hedge against disruption in cloud services? We
summarize these research questions in Figure 6.

3.5.2 | Supply chain integration

The emergence of ICT devices has facilitated better inte-
gration of different entities within the supply chain. For

Open-ended research questions on management of technology [Color figure can be viewed at wileyonlinelibrary.com]

example, the use of cloud technology allows seamless shar-
ing of data between multiple supply chain partners. Similarly,
IoT devices help supply chain partners to exchange informa-
tion in real time, which can help supply chain partners in both
upstream and downstream to coordinate the flow of mate-
rials and thus improve the efficiency. While previous POM
research has consistently demonstrated the impact of sup-
ply chain integration on firm performance (e.g., Koufteros
et al., 2001) and the role of Internet on integration (Johnson
& Whang, 2002), the use of ICT devices for integration could
also have severe negative consequences.

Integration of supply chains facilitated by Industry 4.0 and
Industry 5.0 has increased the risks associated with cyber-
security. Given that intruders can gain access to the entire
supply chain through any of the connected supply chain
partners, various factors such as type of industry, firm size,
level of supply chain integration, and level of Industry 4.0
and Industry 5.0 adoption can impact cybersecurity risk lev-
els. Future empirical research can investigate the following
questions:

RQ 5.2A: What supply chain factors strengthen or dimin-
ish the consequences of cybersecurity breaches? and RQ
5.2B: How to design and integrate Industry 4.0- and Indus-
try 5.0-enabled supply chains to reduce the likelihood of
cyberattacks?

It is also critical for firms to strategically determine the
optimal life of their ICT systems. With increased risk of
cybersecurity, firms need to coordinate with other supply
chain partners to constantly upgrade their ICT to enhance
the security of the entire supply chain. This leads us to the
following questions: RQ 5.2C: Is it beneficial for firms to
maintain and handle supplier’s ICT infrastructure? RQ 5.2D:
How will centralizing ICT infrastructure through cloud tech-
nologies aggravate or mitigate the cybersecurity supply chain
risks? and RQ 5.2E: How can firms utilize cloud to miti-
gate the risks arising from other Industry 4.0 and Industry
5.0 technologies? We summarize these research questions in
Figure 7.

3.5.3 | Supply chain coordination with
information sharing

With the increasing complexity of supply chains, coordi-
nating the activities of all supply chain partners is critical
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How will cybersecurity risks affect existing supply chain strategies to
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RISK How to design the supply chain networks to recover from disruptions
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caused by a cyberattack?

MANAGEMENT

How to design and exercise option contracts to hedge against disruption in
cloud services?

FIGURE 6 Open-ended research questions on risk management [Color figure can be viewed at wileyonlinelibrary.com]

What supply chain factors strengthen or diminish the consequences of cybersecurity

breaches?

SupPLY CHAIN
INTEGRATION

infrastructure?

RQ How to design and integrate Industry 4.0 and Industry 5.0 enabled supply
5.28 chains to reduce the likelihood of cyberattacks?

Is it beneficial for firms to maintain and handle supplier's ICT

How will centralizing ICT infrastructure through cloud technologies
aggravate or mitigate the cybersecurity supply chain risks?

How can firms utilize cloud to mitigate the risks arising from other Industry 4.0 and
Industry 5.0 technologies?

FIGURE 7 Open-ended research questions on integration [Color figure can be viewed at wileyonlinelibrary.com]

for supply chain performance. A broad base of operations
and supply chain literature has consistently demonstrated
the need to coordinate the actions of all the supply chain
partners in order to optimize the performance (Boyaci &
Gallego, 2004). Although there are several ways to achieve
supply chain coordination, coordination achieved through
information sharing is of primary relevance with emerging
cybersecurity risks.

Information sharing between supply chain partners is
vital for coordinating the activities of partners. A large
body of literature has highlighted the benefits of informa-
tion sharing (between the supply chain partners) and the
value of information in improving firms’ performances (e.g.,
Ahmad & Schroeder, 2001; Croson & Donohue, 2003; Delen
et al., 2007, Whitaker et al., 2007). Literature has consis-
tently demonstrated the value of downstream information
(i.e., upstream members of the supply chain have access
to downstream information) and upstream information (i.e.,
downstream members of the supply chain have access to
upstream information) on supply chain performance (Chen,
2003).*

Chen (1998) find that having downstream information (i.e.,
information on demand of downstream partner) increases
the performance of the entire supply chain by up to 9%.

Gavirneni et al. (1999) study the value of different pieces
of information and consistently find the significance of addi-
tional value of information. In particular, they find that
information on a downstream partner’s demand distribution
and inventory policies reduces total costs of a supply chain
by up to 90%, and the total costs further decrease by up to
35% if the downstream partner’s day-to-day inventory levels
are revealed. Cachon and Fisher (2000) find that the value
of downstream information is greater for highly uncertain
demand. Prior research has also demonstrated the importance
of the value of upstream information on reducing lead times
(Chen & Yu, 2005), increasing supplier capacity (Ketzenberg,
2009; van der Schouten et al., 1994), and increasing prof-
its for retailers handling perishable products (Ketzenberg &
Ferguson, 2008). On the empirical side, Zhou and Benton
Jr (2007) demonstrate that information sharing is positively
associated with supply chain practices and higher information
quality is associated with better delivery performance. Fur-
thermore, it is shown that delays in information sharing could
affect supply chain performance (Chen, 1999). To sum up,
the broad literature has shown the significance of information
sharing on supply coordination and performance.

The increased use of ICT systems and the shift toward
Industry 4.0 and Industry 5.0 have enhanced information

858017 SUOWIWOD BRI 3(dedl|dde ayy Aq peusenob ake e O ‘SN JO San. 10y Afeiq) 8UlUO A8|IA UO (SUONIPUOD-PUE-SWBI 00" AB | M Aleiq) Ul Uo//Schy) SUOBIPUOD Pue S 1 8Ly 88S *[£202/20/0€] Uo AriqiTauliuo A8]im ‘e3IdsOH UeIp|iyD apimuoieN Aq 6G8€T SWod/TTTT 0T/I0p/00" AB 1M ARIq 1 Ul |Uo//SiY WOy papeo|umod ‘2T ‘2202 ‘9565.86T



IMPACT OF CYBERSECURITY ON OPERATIONS AND SUPPLY CHAIN MANAGEMENT

4497
Production and Operations Management J—

What are the trade-offs of information sharing through ICT systems and

what is the optimal strategy to adopt Industry 4.0 and Industry 5.0 across

the supply chain?

SuppPLY CHAIN
COORDINATION

How can firms seamlessly design and maintain its infrastructure to share

information with supply chain partners?

FIGURE 8

Open-ended research questions on coordination [Color figure can be viewed at wileyonlinelibrary.com]

What is the impact of supply chain blockchains on cybersecurity risks and
what factors influence this impact?

DISRUPTIVE

TECHNOLOGIES

How to design a blockchain for supply chains while reducing cybersecurity
risks and minimizing the loss of proprietary supply chain data?

FIGURE 9

quality and completeness (Olsen & Tomlin, 2020; Saghafian
et al., 2018). Although sharing of high quality and com-
plete information in real time facilitates better coordination
between partners, there are severe negative consequences of
data confidentiality and data leakage due to cybersecurity
risks. Thus, potential future research directions include the
following:

RQ 5.3A: What are the trade-offs of information shar-
ing through ICT systems and what is the optimal strategy
to adopt Industry 4.0 and Industry 5.0 across the sup-
ply chain?RQ 5.3B: How can firms seamlessly design and
maintain its infrastructure to share information with supply
chain partners? We summarize these research questions in
Figure 8.

3.6 | Disruptive technologies

Blockchain is a shared ledger of transactions distributed
across a network of computers (Wang et al., 2021).
Blockchain technologies has attracted applications in several
industries including finance, healthcare, and supply chains.
In the context of supply chains, blockchains can improve
visibility and traceability in supply chains (Hastig & Sodhi,
2020) and also reduce frauds (Pun et al., 2021). Several major
firms have started to invest in blockchain technologies specif-
ically to improve the efficiency of supply chains (Sodhi et al.,

Open-ended research questions on disruptive technologies and operations management

2022). A recent study finds that announcing the adoption of
blockchain technology elicits a positive reaction to a firm’s
market value (Klockner et al., 2021).

Since the record of transactions in the blockchain is per-
manent and copies of these transactions are distributed in a
network of computers, experts argue that blockchains could
reduce the risks associated with cybersecurity (Kanal, 2019).
For instance, in a ransomware attack, intruders take control
of a firm’s database infrastructure and deny organizations
access to data until a certain amount of ransom is paid to
them. In case of blockchain, since the data are decentralized
and distributed across a network of computers, it cannot be
held for ransom as there are multiple copies of it in the net-
work (McConville, 2017). However, it is important to note
that cyberattacks are not entirely preventable in blockchain.
A DDoS type of attack, which we discussed in Section 2.2,
is considered a major treat to blockchains as the attack can
increase the transaction times (Behnke, 2021).

Although blockchains have several benefits, such as
reduced cybersecurity risks, experts point out several disad-
vantages as well, including high energy consumption, longer
transaction time, high costs, and visibility of data to the entire
network that can lead to loss of proprietary data. These unique
trade-offs present several exciting research questions in this
domain in the context of cybersecurity. RQ 6.1: What is the
impact of supply chain blockchains on cybersecurity risks and
what factors influence this impact? While it is argued that
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blockchain-based supply chains have better cybersecurity, a
systematic study is needed to quantify this effect. Further-
more, future research is needed to understand how different
factors can influence the relationship between blockchain
and cybersecurity. Providing answers to these questions will
help firms understand the impact of blockchains and subse-
quently make better decisions related to investment in this
technology.

Given that most firms are still in the nascent stages of
incorporating blockchains, future research is necessary to
understand how to effectively design a blockchain in the con-
text of a supply chain. Thus, the following research question
is importance to firms (summarized in Figure 9): RQ 6.2:
How to design a blockchain for supply chains while reduc-
ing cybersecurity risks and minimizing the loss of proprietary
supply chain data? How does the design change for different
industries?

4 | CONCLUSION

While the extensive use of ICT systems has increased the
efficiency of organizations and their supply chains, these
systems pose several risks. In particular, organizations now
face increased cybersecurity risks that cyberattackers seek to
exploit, which in turn has severe repercussions. Organizations
and governments alike are taking steps to reduce the num-
ber of cyberattacks while also seeking ways to mitigate the
impact of these attacks and quickly recover from them. In this
article, we identify various avenues for future research within
different subareas of POM. These are not just an opportu-
nity for academic researchers but also critical for industry
and society to overcome the various challenges presented by
cybersecurity risks.

ENDNOTES

Thttps://www.hhs.gov/hipaa/for-individuals/index.html

2https://www.dhs.gov/topics/cybersecurity

3 https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-strategy

4We refer readers to Chen (2003) for review of information sharing litera-
ture.
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